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Trusted Signing

Khatim Sign Server

ETSI, eIDAS compliant digital and electronic sign server bringing
integrity + trust to your enterprise (xAdeS, PAJES, CAdES, ASic, JAJES)
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Khatim Sign Server elDAS compliant digital and electronic sign server
bringing integrity & Trust to your enterprise

Digital signature preservation made simple!

Khatim Sign Server allows businesses to seamlessly integrate with existing corporate enterprise systems
to produce robust, PKI-driven advanced digital signatures. Enterprises can now achieve true document
authenticity, integrity, and non-repudiation, while keeping signed documents archived and verifiable for
years to come.

o Enterprise ready, secure and quick to deploy

Compatible with ETSI & IETF advanced digital signature standards

Scalable signing software securing high valued transactions

Seamlessly integrate with existing business systems & HSMs

Generates Advanced or Qualified cryptographic signatures using keys protected in HSMs

Khatim Sign Server Supports:

e PAdES

XAdES

JAdES

CAdES

ASIC

PKCS#7

PKCS#1

e RAW

CMS (generic & e-passport)
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elDAS compliant digital and electronic sign server

Khatim Sign Server
bringing integrity & Trust to your enterprise

Eight Pillars of Trusted Signing

01
Enterprise Digital Signatures

Centralized, policy-driven, HSM-backed signing
with advanced & long-term digital signature

support, precise appearance control and OAuth-
secured enterprise APls.

03
Live & Historical Reporting
Real-time TPS and success/failure telemetry

across the cluster, plus deep searchable
historical trends from a single pane of glass.

05
Detailed Logging & Auditing
Every transaction captured with rich metadata

and privacy-safe processing, powerful search,
and integrity-friendly archival.

07
Proactive Alerts & SIEM Integration
Proactive event alerts pushed securely to

Splunk, Grafana, Graylog and LogRhythm, with
email and daily summary reporting.
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02
HSM-Backed Sign Server Architecture
Private keys stay inside certified HSMs or cloud
KMS (AWS/Azure), with AATL-recognized

signatures and no key material ever touching
business applications.

04
Post-Quantum-Ready Signing
Cryptographic agility with RSA, ECDSA and
PQC ML-DSA inside the CMS/RAW signature

you already use - enabling phased, verifier-safe
migration.

06
Signing Policies, Appearances & API
Unlimited policy aligned signing policies,
centrally managed visible-signature branding,
and a developer-friendly REST interface.

08
Military Grade Access Control & GUI
AES-256 security and TLS client authentication

on every key function, a full operator audit trail,
and unified GUI-based administration.
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Khatim Sign Server

elDAS compliant digital and electronic sign server
bringing integrity & Trust to your enterprise

PILLAR 01 - SIGN SERVER FOR ENTERPRISE DIGITAL SIGNATURES

One Server, Every Signature Format
Your Enterprise Needs

The Challenge: Different Workflows Demand Different Formats

Enterprise document and data workflows demand far more than placing a signature on a PDF. Contracts
need long-term-verifiable PAJES; XML business messages and invoices need XAdES; REST and JSON-
native APls increasingly require JAJES; detached and enveloped data signing calls for CAdES and
PKCS#7; container-based workflows need ASiC; low-level and system-to-system integrations need
PKCS#1 or RAW hash signing; and identity programs need CMS signatures for both generic use and
ePassport data groups. Standards such as PAJES, XAdES, JAdES and CAdES each impose specific
structures and validation data so signatures remain verifiable for years or decades. Supporting all of this
consistently with automation, auditability, and long-term validation is impossible without a single server-
based approach; otherwise signatures become fragmented, inconsistent, and risky from a compliance

perspective.

Khatim Sign Server Delivers

Complete Signature-Format Coverage. Khatim
Sign Server produces advanced digital signatures
across the full range of IETF and ETSI standards -
PAdES for PDFs, XAdES for XML, JAdES for
JSON/JWS, CAJES and PKCS#7 for detached
and enveloped data, and ASiC containers -
alongside PKCS#1 and RAW hash signing for low-
level integrations. It also generates CMS
signatures for both generic message signing and
ePassport use cases (signing document security
objects for ICAO-aligned identity programs).

Precise, Policy-Driven Output. For PDF signing,
administrators control visible and invisible signing
modes, placement by page number and X/Y
coordinate, custom reason/location/contact fields,
approval or certified signatures, RSA and ECDSA
keys, and a choice of PSS or PKCS#1 v1.5
padding.

Abstracted Complexity, Automated Trust.
Behind each format, Khatim builds certificate
chains, gathers OCSP/CRL revocation evidence,
communicates with timestamp services, and
embeds validation material - all inside the server.
Business applications simply submit data or
documents through secure REST APIs and receive
a trusted, policy-driven signature in the required
format, without needing to understand the
underlying cryptographic mechanics of any given
standard.

- PAdES - long-term-verifiable PDF signatures (B, T, LT, LTA profiles) (Visible, Invisible, Certified, Approval)
+ XAdES, JAdES, CAdES, ASIiC, & PKCS#7 (detached and enveloped data signing)

* PKCS#1 & RAW - low-level hash signing for system-to-system integration

» CMS (generic & ePassport) - message signing and ICAO-aligned document security objects
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Khatim Sign Server elDAS compliant digital and electronic sign server
bringing integrity & Trust to your enterprise

PILLAR 02 - HSM-BACKED SIGN SERVER ARCHITECTURE

Keys That Never Leave the
Hardware

The Challenge: A Signature Is Only as Strong as Its Key

Private keys represent authority. If a key is exposed, copied, or moved into files, application memory, or
desktops, the legal and technical value of every signature it produced collapses - and the attack surface
grows dramatically. Regulated industries, QTSPs, and enterprises under eIDAS, financial, or healthcare
mandates must demonstrate hardware-backed key storage, controlled access, traceable usage,
separation of duties, and tamper resistance. An HSM-centric design is therefore not optional; it is
foundational.

Khatim Sign Server Delivers

Certified Hardware Protection. Signing Central Keys, Distributed Workflows.
operations execute inside Hardware Security Documents originate from ERP, CRM, billing,
Modules over PKCS#11 or inside managed cloud contract, and citizen-portal systems, but keys are
key vaults, giving strong isolation from the never spread across them. Applications send
operating system, protection against extraction and  requests via secure REST APls; Khatim
tampering, role-based access control, authenticates, applies policy, invokes the HSM or
cryptographic operations within certified cloud KMS, and returns a compliant signature.
boundaries, and reliable audit evidence - Business systems never touch the private key.
signatures that remain defensible under regulatory ~ AATL signatures backed by AWS KMS or Azure
scrutiny or legal challenge. Key Vault deliver hardware-protected trust that

Adobe and relying parties recognize globally.

* Integrates with Entrust nShield, Thales Luna/ProtectServer, Utimaco and more over PKCS#11
AWS KMS and Azure Key Vault integration for cloud-hosted hardware protection
AATL-based, globally trusted PDF signatures

» Generate or import keys under hardware protection

HSM-Backed Sign Server Architecture

On-Premise HSM Khatim Sign Server Cloud KMS

aws 9 /A

Azure KMS

Generate Keys ——ou—y > <4—> Import AATL Keys
Import Keys ——p - . 3

/'v\ Policy Control EQRESTNI API @ Audit Logs

( gE> -
ﬂ’ . DoCEr |

HSM Protection Remote Signing High Availability AATL Trust Secure PDF Signatures
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Khatim Sign Server elDAS compliant digital and electronic sign server
bringing integrity & Trust to your enterprise

See Every Second of Trust Being
Delivered
The Challenge: You Can't Defend What You Can't See

Digital signature services sit at the centre of critical workflows - contracts, invoices, regulatory filings,
identity approvals. When something fails, the impact is immediate and highly visible. Without live
monitoring there is no early warning of rising failure rates, unreachable services, policy mismatches, or
certificate issues; without historical intelligence there is no defensible evidence to explain what happened
yesterday, last week, or during an audit period.

Khatim Sign Server Delivers

Real-Time Operational Visibility. A unified Live Historical Intelligence & Drill-Down. Rich trend
Chart dashboard shows transactions-per-second, charts cover request, failure, policy, and algorithm
success versus failure rates, and per-node history, with filters by host IP and client app and
behaviour updated in real time. Operators monitor time windows of 7 days, 30 days, 1 year, or a

a clustered signing engine from one screen or custom range. These views support capacity

zoom into a single node to inspect its planning, SLA reporting, forensic investigation, and
request/response stream, recent errors, and enterprise analytics, complemented by automatic
throughput. daily summary reports emailed to administrators.

+ Live TPS, success/failure and per-node telemetry across the cluster
» Deep historical trends with filtering by host, client and time window
» Categorized failure alerts logged, emailed, and summarized daily

+ Single-pane-of-glass view for operations and compliance

A/ STATISTICS A/ TRENDS w7 LIVE
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Khatim Sign Server elDAS compliant digital and electronic sign server
bringing integrity & Trust to your enterprise

Future-Proofing the Standards You
Already Use

The Challenge: Today's Signatures Must Survive Tomorrow's Threats

Classical public-key algorithms (RSA, ECDSA) protect digital signatures today, but quantum advances
threaten some of that protection over time. For enterprises relying on CMS/RAW signatures for contracts,
code signing, or system-to-system trust, the long-lived legal, archival, and notarization value of a
signature means classical-only signatures could one day be challenged. Organizations must prepare now
- without disrupting existing workflows.

Khatim Sign Server Delivers

Agility Inside a Stable Envelope. CMS and RAW  Policy-Driven Migration. Khatim supports RSA
remain interoperable and widely supported. Khatim (2048, 4096, 8192), ECDSA (160-521), the PQC

lets you introduce post-quantum and hybrid algorithm ML-DSA, and SHA-256/384/512 hashing.

constructions within the same envelopes you Administrators define signing profiles that select

already use, extending the signing stack rather classical, PQC or hybrid algorithms per client,

than replacing it - so existing verifiers that document type, or regulatory context - enabling

understand the classical parts keep working while phased rollouts, controlled testing, and auditable

you build PQC readiness behind the scenes. proof of exactly which algorithm was used and
when.

» Cryptographic agility across RSA, ECDSA and PQC ML-DSA

* Hybrid and PQC signatures within existing CMS/RAW workflows
 Per-profile algorithm selection for phased, verifier-safe migration
» Per-event algorithm tracking for audit and future verification

Transaction Log Details

Policy ID cms
Status Success
Failure

File Size 0.02Mb
Request Processing Time Os 26ms
Signature Format CMS

Padding Scheme

Signature Type detached

Signing Algorithm ML-DSA-44
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Khatim Sign Server elDAS compliant digital and electronic sign server
bringing integrity & Trust to your enterprise

Every Signature Leaves a Provable
Trail

The Challenge: No Evidence, No Defence

Digital signatures are only as strong as the evidence you can present later. Investigations, compliance
reviews, customer disputes, and operational troubleshooting all depend on full traceability. In high-volume
environments generating thousands or millions of events, manually correlating logs across systems is
slow and unreliable - and at the same time, storing sensitive business documents to build that evidence is
itself a liability.

Khatim Sign Server Delivers
Privacy-Safe Transaction Intelligence. For every = Searchable Evidence & Governed Reporting.

request, administrators see the time processed, Structured, searchable transactions let teams
policy applied, success or failure outcome, client IP  locate events in seconds for incident response,
and host, signer/key information, and signature customer-claim verification, audit prep, and

format and algorithm - while neither the input capacity planning. System-level events are logged,
document nor the signed output is stored. You emailed when configured, and rolled into daily
retain full accountability without accumulating summaries; logs archive in integrity-friendly

confidential data, and drill into any entry for deeper  formats for long-term retention.
root-cause analysis.

* Full per-transaction metadata with no document storage

» Second-level search across policies, clients and engines

» System-event alerts logged, emailed and summarized daily
* Integrity-friendly archival for long-term compliance

Transaction Logs oy

Rows per page: 100 = -1000f 104 >

LogiD | Created At | Policy ID | Status | Failure | signature Format | signing Algo | Client 1P |

04 PAJES-BES

PAJES-BES
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Khatim Sign Server elDAS compliant digital and electronic sign server
bringing integrity & Trust to your enterprise

PILLAR 06 - SETUP SIGNING POLICIES, VISUAL APPEARANCES & API

Define Once, Sign Everywhere

The Challenge: Consistency Across Diverse Business Needs

Enterprise signing must be consistent, repeatable, and compliant - yet a single organization serves many
use cases, each demanding different formats, cryptography, placement, and branding. Without
centralized policy, configurations drift, appearances become inconsistent per application, and integration
burdens land on developers who should not be handling PDF logic, revocation, or timestamp plumbing.

Khatim Sign Server Delivers

Centralized, Flexible Policies. Administrators Managed Appearance & Simple APIs. Visible-
create policies for PAdJES-BES, T, LT and LTA, signature branding is managed centrally - custom
configuring policy ID and description, signature logos, optional reason/location/contact display, and
format, signing certificate alias, hash algorithm, automatic removal of empty fields - for predictable,
approval or certified mode, visible or invisible standards-aligned output without per-application
output, X/Y coordinates and target page, customization. Business systems integrate through
reason/location/contact, and active/inactive state. a secured RESTful interface: no PDF logic, no
Advanced profiles handle timestamps and revocation handling, no timestamp plumbing - just
OCSP/CRL revocation automatically - local or send the request and receive a trusted, policy-
external, the complexity stays inside the server. driven signature.

Sample Request

Accept: application/Jjson
Content-Type: application/json
Verb: POST

Body: multipart/form-data

File: "dataToSign":"file", "signParameters":{ }

Optional: signingPolicyId, documentName, pdfSignatureReason,
pdfSignaturelocation, pdfSignatureContact, pdfSignatureApTemplate,
pdfSignatureCoord, pdfSignaturePage

» Unlimited policies with per-client cryptography, placement and status
« Centrally managed visible-signature branding and appearance

» Automatic timestamp and revocation handling for advanced profiles
* OAuth/TLS-secured REST APIs for ECM, CRM and CMS integration

&b Signed and all signatures are valid.

@ Signatures x
- Validate Al Signed by: ds_secp_ k192
@ Signing Reason: PDF Signing
> By, Rev. 1: Signed by ds secp ki Signing Location: Lahore
24 Signed At: 26 January 2023 04:12 PM

) .
13.\‘ codegic
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Khatim Sign Server elDAS compliant digital and electronic sign server
bringing integrity & Trust to your enterprise

PILLAR 07 - PROACTIVE ALERTS & SIEM INTEGRATION

From Silent Failures to Early
Warnings

The Challenge: Problems You Learn About Too Late

When a signing service degrades quietly, the first sign of trouble is often a customer complaint or a
breached SLA. Operations teams need to know the moment failure rates rise, a node becomes
unreachable, a certificate approaches expiry, or a policy mismatch occurs - and governance requires that
every such event be formally recorded, not just noticed in passing.

Khatim Sign Server Delivers

Proactive Notification. When the signing serveris  Secure SIEM Delivery. Alerts and event logs are
not working as it should, Khatim proactively notifies  pushed securely to central logging and SIEM

administrators so they can act before SLAs are platforms - including Splunk, Grafana, Graylog and
breached. Every issue is recorded for traceability, LogRhythm - so signing telemetry lives alongside
giving operators an early-warning system rather the rest of your security estate. Email notifications
than an after-the-fact report, and giving auditors a and automated daily summary reports keep both
complete incident record. operators and auditors continuously informed.

Email & Daily Summary Reporting. System
events are emailed to configured administrators as
they are generated and are also consolidated into
daily summary reports, giving both real-time
awareness and a periodic operational digest for
review and record-keeping.

e Proactive administrator alerts before SLAs are breached
e Secure push to Splunk, Grafana, Graylog and LogRhythm
e Email notifications for critical events

e Automated daily summary reporting for governance

Event Log Details

Khatim PKI Server - Daily Summary Report

Report Generated By: 192.168.56.1
Report Generated At: 2023-03-23T13:16:53+05:00

Signing
Requests Status Failure Breakdown | Policy Breakdown Client IP Breakdown | Signature Format Breakdown | Host IP Breakdown | Signing Algo Breakdown
Stats Count | Failure | Count | Policy Count ||| ClientIP | Count ||| Signature Format | Count Host IP Count ||| Signing Algo | Count
Tatal Requests | 105 signPDF-BES 2 192.165.15.6 | 105 PAIES-BES 104 192 163.186 | 105 RSA_SHA256 |2
success 105 signPDF-BES-certified-no-change | 1 PAdES-T 1 RSA_SHAS512 103
signPDF-BES-invisible 101
signPDF-T 1
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Khatim Sign Server elDAS compliant digital and electronic sign server
bringing integrity & Trust to your enterprise

PILLAR 08 - MILITARY GRADE ACCESS CONTROL & GUI

Every Key Function, Locked Down
and Logged

The Challenge: Administration Is Itself an Attack Surface

Signing infrastructure is Tier-0 trust: the ability to create keys, change policies, or administer servers must
itself be controlled and provable. If administration is weakly protected or opaque, changes happen silently
and audits fail - the very controls meant to establish trust become the point of exposure.

Khatim Sign Server Delivers

Hardened Administration. Every key function - Unified Admin-Friendly GUI. All of this is

key creation, administration, and transaction managed from a single, admin-friendly graphical
management - is secured with military-grade AES-  interface. Key generation, HSM and keystore

256 and TLS client authentication during configuration, policy handling, and transaction and
administration, ensuring only authorized operators 109 viewing are performed from one place - giving
reach privileged functions. A full operator audit trail ~ operators complete control of the server without
records who changed what and when, delivering switching between disparate tools or external

consoles, while a console-based interface remains

the separation of duties and traceability that ; ;
available for headless environments.

auditors expect.

Governed, Attributable Access. Access to these
functions is controlled through an administrator
model with a full operator audit trail, so every
privileged action - a policy change, a key
operation, an account update - is both secured and
attributable to a named operator. This separation
of duties and traceability of privileged action
supports the trustworthy-system and personnel-
control expectations of CWA 14167-1 and ETSI EN
319 422.

AES-256 and TLS client authentication on all key functions
* Full operator audit trail across every configuration change
+ Unified GUI administration from a single pane of glass

» Separation of duties and personnel-control alignment

LogiD | Operation | Feature | Sub Feature | Performed By | Date | Status | Failure-Info | More

308 start signing enging admin.smith@codegic.com 2026-05-22 12:30:52 Success View
304 stop signing engine admin.smith@codegic.com 2026-05-22 12:30:51 Success. View
302 start signing ening admin.smith@codegic.com 2026-05-22 121911 &mess View
30 stop signing enging admin.smith@codegic.com 2026-05-22 12:19:10 Sucoess View
300 update signing engine admin.smith@caodegic.com 2026-04-24 1005853 Success View
299 delete slgning pallcy admin.smilh@codegic.com 2026-04-24 10:56:14 Success View
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Khatim Sign Server elDAS compliant digital and electronic sign server

bringing integrity & Trust to your enterprise

Khatim Sign Server Architecture

Khatim Sign Server produces robust, PKI-driven advanced digital signatures for business transactions, e-
documents and workflows. It is built from three core components:

¢ Khatim Sign Portal, through which administrators manage configuration, transactions and
statistics

e Khatim Sign Engine, which delivers the signing service to business applications

o Khatim Sign Diagnostic, which performs housekeeping and continuous health checks

The processing flow is straightforward:

A business application submits a signing request containing document/data
The server validates the request and returns a digitally signed data/document
For long term digital signatures, it communicates securely with OCSP/CRL, Timestamp servers

Signing keys are held in a PKCS#11 HSM, and transaction logs are retained in database for audit
and archival

For high-volume and high-availability needs, it is deployed as a cluster of individual signing servers
behind a load balancer - additional servers can be added to the pool without stopping running instances.

Production DR Test/Staging

QCSP Servers , , , ,
All instances as in the All instances as in the
- : production production
=
: I
App
Khatim Sign Servers —_ —
= DBMS (Postgres) = DBMS (Postgres)
= - -
ww DBMS
- ] ] = =
. E HSM E HSM
=) Hsm
—— <] sMTP Server 4 SMTP Server
Load Balancer 8 | B SMIP Server =N SIEM S SIEM Server
= erver |
SIEM Server I I
¢ b4 b4
[ ] (<t
PR b4
o]
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We recently had the pleasure of working with the talented team at Codegic

to develop an e-signing platform. From the initial consultation to the final -

delivery, Codegic’s team was attentive to our needs and consistently went

above and beyond to ensure the success of the project. Their knowledge h I e n d.
of the latest technologies and industry best practices was evident in every

aspect of their work, and they were able to deliver a high-quality product

that met all of our requirements.”

Calvin Tan | Director, Hiend Software Pte Ltd. Singapore

2.

Algorithms / Protocols Supported OS / Languages / H/W
. RSA (2048/3072/4096/8192) e Allflavors of Windows Server & Linux (Centos Stream,
e  ECDSA (NIST_P, SECP (K1,R1), BRAINPOOL (R1,T1) — 160, Ubuntu, RedHat, Fedora)

192, 224, 256, 384, 521)
. 50 Languages including English, French, Spanish, Arabic,
¢ PQC —ML-DSA Chinese, Japanese, Italian, Polish, Swedish, Vietnamese,
. RFC 5280, 5816, RFC 6960, RFC 7515, UTF-8 Russian & more.

. PKCS#11, SNMP, SMTP, Syslog, HTTP, HTTP/s, REST

. PAdES, XadES, JAdES, CAdES, ASiC, PKCS#7, PKCS#1, RAW
. CMS (generic & e-passport)

. ETSI EN 319 142-1, ETSI EN 319 142-2, 1ISO 32000-1:2008
. ETSIEN 319 132-1, ETSI EN 319 132-2, ETSI EN 319 122-1
. ETSIEN 319 122-2, ETSI TS 119 122-3, ETSI TS 119 432

. 8 GB RAM, 2 vCPU (2.3 GHz), 10 GB Hard disk

. Oracle, PostgreSQL

Codegic is a security provider specializing in innovative PKI and Digital signatures products and services.
Codegic delivers easy to use PKI products for areas like PKI, Document Signing, Timestamping, PKI
Monitoring, Digital Certificates issuance and more. We utilise all the latest technologies to help companies
and enterprises solve complex security issues that always emerge during their digital evolution journey.

Contact Us Today to see Khatim Sign Server in action info@codegic.com
www.codegic.com

USA | UAE | PAK
ISO 27001 - 9001 - 14001 Certified

Facilitating Digital Trust by providing World-Class PKI &
Digital Signature Solutions
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